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When Uncertainty Is Enough: Circuit Examines 
Claims for ‘Future Injury’ From Data Breaches
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Electronic communication and data storage have become integral to almost every aspect of our business 
and personal lives. Email communication, content streaming, social media, online commerce and a host 
of other services—along with the associated data collection and sharing—are so much a part of modern 
life that we often forget that the underlying digital infrastructure even exists, at least until it fails.

But that ubiquity comes with some associated risk. Each interconnected service we use increases our 
digital “footprint”—the trove of information about us (accurate or not) that is available online. In 
some cases we may explicitly agree to share that information, in others it may be collected without 
our knowledge, but absent extraordinary measures, information about us is constantly being collected, 
stored, indexed and shared. This includes not only personally identifiable information (PII) such as 
names, addresses, dates of birth and Social Security numbers, but also associated demographic and 
preference profiles, built up through the tracking of web activity, online commerce, or even geolocation. 
While PII is often explicitly protected by laws or regulations, the associated profile data generally is not, 
and that information is often freely shared among connected services. This may be unsettling, but it is 
not illegal—it’s simply part of the bargain we have made as an online society. 

The problem arises when the system breaks. These services are designed for ease of use, but easy 
communication and transmission make mistakes (and malicious attacks) more costly and more likely. 
An Amazon account isn’t much use without a linked payment method; mobile banking isn’t possible 
without sharing a tax identification number; company emails will inevitably contain sensitive business 
information. But as we entrust more and more sensitive data to these services, they become fodder for 
unintentional disclosure, whether through inadvertence or breach. 

Recent years have seen an epidemic of cyber breaches, ransomware and associated identity theft cases. 
Given the volume, it is likely that even moderate users of the Internet have had some amount of their 
data exposed. But courts have struggled to define the circumstances under which such exposure, standing 
alone, can support a claim against the entity tasked with storing and protecting that data, particularly 
where the individual cannot identify any misuse of their specific exposed information. Where an actual 
injury, such as identity theft, occurs, courts have generally found that individuals can pursue a claim. 
But what about everyone else? Countless individuals have had their personal information exposed in 
data breaches and hundreds of millions of Americans have received notices of those breaches from a wide 
variety of companies including trusted financial institutions and credit monitoring companies. They
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may fear the consequences, and they may take costly steps to avoid them, but if they have not yet been 
injured, can those individuals recover? 

The U.S. Court of Appeals for the Second Circuit recently took that issue up as an “issue of first 
impression,” explaining what factors courts in the Second Circuit should consider when determining 
whether an individual has adequately plead a cognizable “future injury” as a result of the unauthorized 
disclosure of their personal information. McMorris v. Carlos Lopez & Assocs., 2021 WL 1603808 (April 
26, 2021). 

Background and Procedural History
Carlos Lopez & Associates (CLA) “provides mental and behavioral health services to veterans, service 
members, and their families and communities.” In June 2018, a CLA employee inadvertently sent an 
email to all of CLA’s approximately 65 employees, with an attached spreadsheet containing sensitive PII 
“including Social Security numbers, home addresses, [and] dates of birth … of approximately 130 then-
current and former CLA employees.” CLA informed then-current employees of the accidental disclosure 
but did not contact impacted former employees or take other corrective action.

After that accidental disclosure, three individuals whose information had been shared, Robin Steven, 
Sean Mungin, and Devonne McMorris (collectively, plaintiffs) filed a class-action complaint against 
CLA and its principal in the Southern District of New York, alleging on behalf of a class of impacted 
employees that CLA “breached its duty to protect and safeguard [their] personal information.” Plaintiffs 
did not allege that they had been victims of identity theft or that their information had otherwise been 
misused, but alleged “they were ‘at imminent risk of suffering identity theft’ and becoming victims or 
‘unknown but certainly impending future crimes.” Plaintiffs further alleged that they expended time and 
resources to combat potential identity theft as a result of the unauthorized disclosure. 

CLA moved to dismiss the action on the grounds, among others, that plaintiffs had not suffered a 
cognizable injury in fact and lacked Article III standing. Prior to the resolution of that motion, plaintiffs 
and CLA reached a settlement agreement. However, because the case was brought as a class-action, that 
settlement had to be approved by the court. The court, sua sponte, determined that it lacked subject 
matter jurisdiction because plaintiffs had not alleged a cognizable injury. The court therefore dismissed 
plaintiffs’ action without approving the settlement agreement. The district court reasoned that plaintiffs 
had not alleged they suffered an injury and that Second Circuit had not addressed the circumstances 
under which a plaintiff might be able to state a claim “based on an increased risk of future identity 
theft or fraud” and that, in any event, plaintiffs had not alleged that their data had been misused or 
intentionally targeted. See Steven v. Carlos Lopez & Assocs., LLC, 422 F. Supp. 3d 801, 804-05 (S.D.N.Y. 
2019).
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‘McMorris’

One of the plaintiffs, McMorris, appealed the district court’s dismissal. She argued that the district 
court erred in dismissing her claims because she had suffered two injuries as a result of the unauthorized 
disclosure: (1) an increased risk of future identity theft or fraud and (2) expenditure of time and money to 
mitigate that risk. The Second Circuit disagreed, finding that McMorris’s complaint failed to allege facts 
giving rise to any cognizable injury.

The Second Circuit began its opinion by noting that the “case involves the intersection of two phenomena 
that have become increasingly common in our digitized world: data breaches and inadvertent mass emails.”

It then considered “whether a plaintiff may establish standing based on a risk of future identity theft or 
fraud stemming from the unauthorized disclosure of that plaintiff’s data.” The Second Circuit noted that 
it had not yet addressed that issue but that other circuits had and that “no court of appeals has explicitly 
foreclosed plaintiffs from establishing standing based on a risk of future identity theft,” noting that such 
a prohibition would “seem to run afoul of the Supreme Court’s recognition that “[a]n allegation of future 
injury may suffice’ to establish Article III standing ‘if the threatened injury is certainly impending, or 
there is a substantial risk that the harm will occur.” McMorris, 2021 WL 1603808, at *3 (quoting Susan B. 
Anthony List. v. Driehaus, 573 U.S. 149, 158 (2014)). 

The court, considering the tests its “sister circuits” had applied, formulated a non-exhaustive three-factor 
test to determine whether McMorris “adequately alleged an Article III injury in fact: (1) whether the 
plaintiffs’ data has been exposed as the result of a targeted attempt to obtain that data; (2) whether any 
portion of the dataset has already been misused, even if the plaintiffs themselves have not yet experienced 
identity theft or fraud; and (3) whether the type of data that has been exposed is sensitive.” Id. at *5. The 
court noted that standing is a fact-intensive inquiry and courts could consider factors in addition to those 
three.

The first factor considered by the court arose from a test applied by the D.C., Third, Sixth, Seventh, and 
Ninth Circuits: “whether the data at issue has been compromised as a result of a targeted attack intended 
to obtain the plaintiffs’ data.” The test is a pragmatic one: The court reasoned that where a plaintiff’s data 
has been intentionally targeted by a “malicious third party” there is a greater likelihood “of future identity 
theft or fraud.” Quoting the Seventh Circuit, the court asked: “Why else would hackers break into a store’s 
database and steal consumers’ information?” 

The second factor that the court examined was whether any of the data subjected to the breach, whether 
or not belonging to plaintiffs, had been misused. Again, looking at the issue practically, the court reasoned 
that if any data from the same exposure event had been improperly used, it was more likely that plaintiffs 
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would be subjected to identity theft or fraud at a later date. The court reasoned that this would be true even 
if the misuse was something short of actual identity theft or fraud. As an example, the court noted a 2018 
case in which the allegation that plaintiffs’ credit card numbers had been placed for sale on the Dark Web 
provided strong evidence of the risk of future identity theft or fraud. 

The third factor the court considered was whether the data at issue was of a sensitive nature such that its 
disclosure would lead to an increased risk of identity theft or fraud.

Applying those factors, the Second Circuit found that the case was a “relatively straightforward situation 
in which Plaintiffs have failed to … establish Article III standing.” On the first two factors, the court 
found that the fact that plaintiffs’ data had not been disclosed to a third party and had remained internal 
to CLA, a company familiar with handling PII, rendered the “chain of possibilities” under which plaintiffs 
could be subjected to identity theft or fraud too attenuated to establish standing. Relevant to that holding 
was the fact that there were no allegations that any CLA employee who accessed the data had any reason 
to misuse it, no allegations the data was misused, and no allegations that any third-party received access 
to the data. On that basis, the court held that “plaintiffs’ allegations are simply insufficient to establish 
even a ‘substantial risk’” of harm, even though the disclosure included sensitive PII such as social security 
numbers. 

Finally, the court found that the time and expense McMorris devoted to reducing the chance of identity 
theft or fraud were not cognizable injuries because she had not alleged a substantial risk of future identity 
theft and thus “the time [she] spent protecting [herself ] against [that] speculative threat cannot create an 
injury.”

The Future of ‘Future Injury’
In McMorris, the Second Circuit acknowledged, from start to finish, that it was facing a novel issue of 
increasing import. The court was apparently aware of the rapidly growing danger from data leaks and 
breaches, and the well-founded concerns facing users whose information may have leaked. At the same 
time, it was cognizant of the need to avoid placing excessive burdens on the information systems and 
services on which we all rely. 

Given that, the court crafted a carefully reasoned and pragmatic standard, looking to the jurisprudence 
of its sister circuits, rather than adopting a more restrictive view of Article III standing for “future injury” 
claims that might apply to other contexts in the Circuit. The opinion leaves open the possibility that an 
individual (or class) faced with a sufficiently likely and serious future claim need not wait for the worst 
to occur before seeking a remedy. It also leaves substantial room for district courts to fashion their own, 
additional factors for consideration under the guidance provided by the Circuit. The coming years are
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likely to see the list of factors grow larger, and practitioners should keep an eye on this space, from both 
the consumer claim side and the entity protection side.

This article first appeared in the New York Law Journal on May 17, 2021. Stephen M. Kramarsky, a 
member of Dewey Pegno & Kramarsky, focuses on complex commercial and intellectual property litiga-
tion. Jack Millson is an associate at the firm.


