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Privacy Protection in the Age of Data Aggregation: 
SDNY Examines the Scope of ‘Personal Information’ 
Under the VPPA

Dewey Pegno & Kramarsky llp

Privacy regulation is hard. It involves making choices about the delicate balance between security and 
convenience that will be codified into law. But in the current technology and business environment there 
is no clear consensus about where those lines should be drawn, beyond obvious cases of misappropriation 
and abuse. What precisely constitutes personal information? What legal protections should be available 
to data collected from users, particularly abstracted or aggregated information? And in what contexts 
should those protections apply?

Informed people can disagree in good faith about these issues, and the stakes are high. The collection, 
use, and analysis of personal data is central to the business models of many services we rely on every day, 
including some of the most highly-valued companies in the world. Often those services are provided 
for free (or apparently free) because those companies are permitted to collect and commercialize our 
personal information in some form. Getting the balance wrong—especially in a legal or regulatory 
framework—comes with major implications.

And if this were not enough, any legal regime seeking to address privacy in the online world is faced 
a familiar problem: Technology moves fast, and the law generally has to play catch-up. In the privacy 
context, the creation of entirely new kinds of data, and the ability to collect and analyze that material 
on a massive scale, have created new issues for privacy regulation. Information that would once have 
been considered anonymous may be more appropriately regulated as personal information. For example, 
if Facebook records a user login in midtown Manhattan, that information may not seem especially 
“private.” But aggregating that seemingly innocuous data-point with the vast trove of other “anonymous” 
information collected by Facebook may enable the creation of a profile that identifies the user with 
pinpoint accuracy and poses privacy concerns, especially when that profile is shared with third parties 
who could use it to identify specific users and their preferences.

A recent case out of the Southern District of New York presented Judge Rakoff with these issues. It 
involved application of a hastily-crafted statute (passed in 1988 to regulate video rental stores) to a 
TikTok competitor. The court examined the assertion that “anonymized” information provided to 
Facebook was “identifying” users, because of the other information Facebook could marshal about the 
users. The court’s opinion on a motion to dismiss is an informative overview of privacy laws and the 
challenges they present to the modern legal system. Wilson v. Triller, 2022 WL 1138073 (S.D.N.Y. April 
18, 2022).
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Background
Triller is a “popular social media application” and “a competitor to TikTok that allows users to create, 
share and view short-form video content” using an app on their phones. To post videos on Triller (or 
comment or like videos posted by others) users must create an account, navigating a now-familiar 
signup process. Triller users can either create a unique username and password for the service or use an 
existing social media account (such as Facebook) to log in. At the bottom of the Triller sign-up page is a 
hyperlinked disclosure informing the potential user that “[b]y signing up you accept the terms of service 
and privacy policy.” Clicking on the hyperlink directs the user to those policies, but the user is not 
required to click the link to use the app.

Triller’s privacy policy informs users that it collects “Personal Information” including “[i]nformation that 
could be directly associated with your, or used to contact or identify you, without the aid of additional 
information.” It also discloses that certain of that information might be shared with “external parties.” 
Triller’s terms of service state that, by signing up, users agree that the privacy policy is a “legally binding 
agreement” between Triller and themselves and that the user is “deemed to have read, accepted, executed 
and be bound by” Triller’s policies.

On Dec. 31, 2021, plaintiff Tamara Wilson, a Triller user, brought a class action against Triller in the 
Southern District of New York, alleging violations of the Computer Fraud and Abuse Act (CFAA), the 
Video Privacy Protection Act (VPPA), and the Illinois Consumer Fraud Act, as well as a claim for unjust 
enrichment. Wilson alleged that Triller unlawfully collected and retained “anonymized” “personally 
identifiable information about its users, including viewing history,” “the user’s country,” “the user’s time 
zone,” “any user’s profile that he or she has visited,” and “certain of the user’s device information,” that 
Triller disclosed that information to third parties, including “Facebook and Appsflyer,” and that the 
disclosed information, in the aggregate, could be used by the third parties to “identify users individually.” 
Triller, 2022 WL 1138074, at *1-2. On Feb. 28, 2022, Triller moved to dismiss.

The Court’s Ruling
On April 18, 2022, Judge Rakoff granted Triller’s motion to dismiss as to all claims, though he dismissed 
the VPPA and state law claims without prejudice.

CFAA Claims. Judge Rakoff first considered, and quickly disposed of, the CFAA claims. Under the 
CFAA, Triller would be liable if its App “exceed[ed] authorized access” in order to obtain “information 
from a protected computer.” Wilson alleged that Triller “exceeded its authorized access” because it “went 
beyond what users expected the App to do.” In rejecting that argument, the court applied the Supreme 
Court’s ruling in Varn Buren v. United States, 141 S. Ct. 1648, 1662 (2021), which held that “an 
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individual ‘exceeds authorized access’ when he accesses a computer with authorization but then obtains 
information located in particular areas … that are off limits to him.” Triller, 2022 WL 1138074, at 
*3. The court held that “at most, Wilson alleges that Triller misused the information it collected about 
her” but not that it was collected from an area of her device that was “off limits,” which he held was 
insufficient to support a claim under the CFAA. See id.

VPPA Claims. Judge Rakoff devoted a lengthier analysis to the VPPA claims. The VPPA is a hastily 
crafted law, that the court specifically noted was “not well drafted,” passed in 1988 “after the Washington 
City Paper published Supreme Court nominee Robert Bork’s video [cassette] rental history.” Shortly 
thereafter, Congress passed the VPPA “with the goal … of ‘preserv[ing] personal privacy with respect to 
the rental, purchase or delivery of video tapes or similar audio visual materials.” Id. at *3. Wilson claimed 
that Triller violated two provision of the VPPA: (1) the prohibition on a “video tape service provider” 
from “knowingly disclos[ing], to any person, personally identifiable information concerning any consumer 
of such provider,” 18 U.S.C. §2710(b)(1) and (2) the requirement that providers “destroy personally 
identifiable information as soon as practicable, but no later than one year from the date the information is 
no longer necessary for the purpose for which it was collected.” Id. at §2710(e). The act defines “personally 
identifiable information” (PII) “obliquely” to include “information which identifies a person as having 
requested or obtained specific video materials or services.” Triller, 2022 WL 1138074, at *3.

Wilson alleged that Triller violated §2710(b)(1) by disclosing information about users’ video watch history, 
as well as “other information that … can be used by Facebook and Appsflyer to associate the watch history 
with a particular person.” To decide that claim, the court considered whether the information that Triller 
provided to third parties was “capable of identifying an individual” under the VPPA’s definition of PII. 
Put simply: what type of information is “identifying” and does that depend on the party to whom it is 
disclosed? The Second Circuit has not conclusively answered that question, so the court considered the 
two approaches applied in sister circuits, which differ on the answer to the second question—whether the 
identity (and sophistication) of the receiving party is relevant to the VPPA analysis.

The court first considered the First Circuit’s “broader approach,” under which “PII encompasses ‘information 
reasonably and foreseeably likely to reveal which … videos [a person] has obtained’ to the third party to 
whom the information is disclosed.” See Yershov v. Gannett Satellite Info. Network, 820 F.3d 482, 486 (1st 
Cir. 2016). In Yershov, the First Circuit found that user data disclosed to Abode was PII because Adobe 
could combine it with the “vast information the company collects about individuals” to “identify the 
plaintiff.” Id. That was so even though the information disclosed to Adobe would not be sufficient for a 
less sophisticated party to identify the plaintiffs.

The court then considered the Third Circuit’s “narrower approach” under which PII is limited to “the kind 
of information that would readily permit an ordinary person to identify a specific individual’s
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video-watching behavior.” In re Nickelodeon, 827 F.3d 262, 282-83 (3d Cir. 2016). Judge Rakoff adopted 
the Third Circuit’s test. He reasoned that because certain provisions of the VPPA (including §2710(e)) use 
the defined term PII and are not “recipient-dependent” that it “would make little sense for the scope of 
PII to be recipient-dependent” in those provisions. Triller, 2022 1138074, at *6. Then, he reasoned, the 
term PII could not be interpreted to be “recipient-dependent” in other provisions in the VPPA because 
“identical words and phrases within the same statute should normally be given the same meaning.” Id.

However, after that analysis, the court held that, under either standard, the complaint failed to allege 
that Triller disclosed any PII. Wilson did not allege that her viewing information was provided to third 
parties in any identifiable format. Rather, she alleged that Triller provided both viewing information and 
information from the user’s personal profile page and that third parties could combine that information 
to identify users. Id. But the court held that the complaint failed to allege what specific information from 
her personal profile page allowed the third parties to “pair” her personal information with the anonymized 
viewing data. The dismissal was without prejudice because, the court noted, “it is conceivable that Wilson 
can amend her complaint to rectify” that deficiency. The court also dismissed Wilson’s claims under the 
separate “destruction of records” provision, §2710(e), finding that it did not create a private right of action.

Practical Privacy
The Triller opinion takes on an unsettled issue in the Second Circuit regarding the definition of PII under 
the VPPA and adopts a narrow reading of the statutory language. Although the court explicitly recognizes 
the common use of anonymized user data by large technology businesses today, it reaches the practical 
conclusion that this particular law is not designed to address it. Though plaintiff has leave to amend her 
complaint it seems unlikely she will be able to craft a successful argument under the standard for PII set 
by the court. An “ordinary person” generally cannot use a stream of anonymized data to learn much about 
an individual user.

But it may be worth noting that ordinary people are not the intended recipients of this data. When Facebook 
(and firms like it) acquire user information, it is undisputed that they combine it with other material 
available to them to craft detailed user profiles. Targeted advertisement through macro data analysis is a 
multi-billion dollar business, and global technology firms have reduced it to a science. The court’s opinion 
acknowledges the possibility that firms may be aggregating enough “anonymous” information to “deduce 
the true identity of the individual associated,” but worries that the “broader approach” adopted by the 
First Circuit, which considers as PII any information that is, in fact, usable to identify users, will make the 
“scope of PII … limitless.” Triller, 2022 1138074, at *6. That is likely correct, and as a practical matter 
it certainly limits the court’s options; but the policy question of how the law should address that concern 
remains unresolved.

These lines are not easy to draw, and the competing technologies of tracking and privacy protection are
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developing very quickly. It will be worth watching to see if the courts (or Congress) can keep up, and how 
the narrow view of PII articulated by the court in Triller influences the discussion.

This article first appeared in the New York Law Journal on May 16, 2022. Stephen M. Kramarsky, a 
member of Dewey Pegno & Kramarsky, focuses on complex commercial and intellectual property litiga-
tion. Jack Millson is an associate at the firm. 


